The Intelligent Power Grid

Electric utilities can respond to new regulatory and
customer expectations by increasing power grid ob-
servability and using modern data integration and
analytics software.

A number of organizations, such as the Electric Power
Research Institute (EPRI) (IntelliGrid)[1], the U.S. De-
partment of Energy (DOE) (GRID 2030)[2] and Battelle
(GridWise™)[3], have offered definitions of the “intelli-
gent power grid.” These definitions have certain
features in common: the concepts of reliable and eco-
nomical power delivery, information flow and secure
communications. The intelligent power grid is a tool for
helping electric utilities focus on their evolving true
business drivers; that is, to move from a “keep the
lights on” approach to an emphasis on asset utilization
optimization and life cycle management, cost contain-
ment, end-to-end power delivery chain integration and
having a secure infrastructure. Electric utilities will need
to use intelligent power grid technology to meet the
electric energy needs of the 21st century. These needs
include:

* Reliable delivery of high-quality power over a stable
grid;

¢ Ability to meet or exceed mounting customer per-
formance requirements; and

* Facilitating the digital ecosystem.

These needs are becoming increasingly difficult for
electric utilities to meet in the face of a variable regula-
tory environment, complex industry restructuring and
the changing nature of ever-more-complex customer
loads based on the proliferation of digital systems. This
evolving digital ecosystem not only presents new power
quality demands, it also causes utility customers to
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have ever-higher expectations for the electric utility in
terms of automation and intelligent equipment and sys-
tems functions.

What Is the Intelligent Power Grid?

The intelligent power grid is characterized by increased
grid observability with modern data integration and ana-
lytics to support advanced grid operation and control,
power delivery chain integration and high-level utility
strategic planning functions. Some key characteristics
of the intelligent power grid are:

» Grid equipment and assets contain or are monitored
by intelligent IP-enabled devices (digital processors);

* Digital communication networks permit the intelligent
devices to communicate securely with the utility en-
terprise and possibly with each other;

* Data from the intelligent devices and many other
sources are consolidated to support the transforma-
tion of raw data into useful information through
advanced analytics; and

e Business intelligence and optimization tools provide
advanced decision support at both the automatic and
human supervisory level.

For both transmission and distribution grids, a great
deal of utility asset value resides in the substations,
whereas for distribution grids, the vast zone between
substations and customer meters contains significant
utility assets whose status is unknown until a failure
triggers a manual inspection or until a regular mainte-
nance patrol discovers a problem. The goal of an
intelligent power grid system is to provide greater ob-
servability and, therefore, greater controllability of these
assets, thus enhancing power system performance and
aiding in cost control and system planning.
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The functions of an intelligent power grid system fall
into both real-time and nonreal-time categories. In the
real-time category, distributed sensing provides in-
creased power grid observability for the purposes of
power grid state measurement, power grid device
status and health monitoring, failure detection and lo-
calization, power quality and reliability monitoring, and
safety and security monitoring. Examples of such func-
tions include demand distribution for load balancing;
transformer, circuit breaker and tap changer monitor-
ing; detection of energized downed lines, high
impedance faults and faults in underground cables in-
cluding arcing faults; and stray voltage monitoring.

In the non-real-time category, functions include the in-
tegration of existing and new utility databases so
operational data can be fused with financial and other
data to support operational optimization, asset utiliza-
tion maximization and life cycle management, asset
replacement optimization, strategic planning and capital
expenditure planning, maximization of customer satis-
faction, optimization of system performance metrics
and regulatory reporting. Electric utilities already have
many of the data sources needed
to support analytics for these
functions, but these data sources
are usually siloed and, therefore,
very difficult to combine. Worse,
the operational data is usually
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sequestered in the Supervisory
Control and Data Acquisition
(SCADA) system and not readily
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available to support analytics or

tools. It also requires a utilitywide business transforma-
tion to obtain the full benefit of this added technology.
This transformation extends beyond simply monitoring
power grid sensors and implementing some new
alarms and key performance indicators. Proper integra-
tion of an intelligent power grid requires fundamental
changes in how a utility functions, extending from grid
operations to field service to inventory management to
backoffice operations to inventory management to stra-
tegic planning. Properly used, the intelligent power grid
can lead to streamlined and improved relationships with
connected organizations in the power delivery chain,
with regulators, and with consumers and the general
public as well.

Intelligent power grid systems comprise five major
components: data sources, data transport, data integra-
tion, analytics and optimization (see Figure 1). Clearly,
intelligent power grid systems must have efficient
means to distribute results. These means include pub-
lish-and-subscribe middleware, portals and Web-based
services. These technologies are well-known.
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business intelligence tools. By
providing a common integration
point and an enterprise service
bus, an intelligent power grid
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from data mining for strategic
planning support to real-time-
dashboard-type displays of daily

asset profitability and asset
failure system risk for utility
executives.

Some elements of an intelligent power grid already ex-
ist in most electric utilities, but the effort to transform an
electric power grid into an intelligent power grid in-
volves much more than just hardware and software
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Data Sources

Data for the intelligent power grid can come from many
sources, including sources that the utility already has.
These include substation instrumentation, intelligent
grid devices, meters, smart sensors, utility databases,
human input and sources external to the utility. Some
distribution grid control devices, such as capacitor con-
trollers, recloser controllers and sectionalizers, already
contain digital processors and can collect power line
data that is useful for various power grid analytics.
Many of them require only a communication channel to
make the data accessible. In some cases, new sensors
such as line monitors must be deployed, especially on
distribution grids. In all cases, a communication infra-
structure must be in place to transport data to the data
warehouse.

Data Transport

A wide range of wired and wireless communications
technologies are available to transport data for an intel-
ligent power grid. There are more than 20
communication technologies that an electric utility
might consider for use in an intelligent power grid sys-
tem, including MPLS, WiMax, BPL, optical fiber, mesh
WiFi and multi-point spread spectrum. The key charac-
teristics that any communication technology supporting
an intelligent power grid should have are high-
bandwidth, IP-enabled digital communication (IPv6
support is preferable), encryption and cyber-security
support and quality of service and voice over Internet
protocol (VolP) support. In addition, the utility must
carefully consider issues of mobility and roaming sup-
port. If the utility is planning to use the communication
infrastructure for converged data and voice services, it
will have to support not only telemetry but also auto-
mated field-force functions such as field-crew voice
communications and data download/upload for work
orders, reports, timesheets, equipment specifications,
maps and real-time grid instrument readings.

Data Integration

Utilities make use of many kinds of databases and
many applications that have embedded databases,
such as GIS. In addition, real-time data from substa-
tions and grid sensors must be integrated into the
intelligent power grid system. These data sources do
not communicate via common standards, and many of
them are not made to support high volumes of queries.
Since these applications are being used to support util-
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ity operations, they must not be loaded down with
frequent data requests from the analytics stack. To
solve these problems, we turn to two technologies:
message-oriented middleware and data warehouses.

Middleware is software that provides a means to con-
nect dis-parate applications and databases.
Middleware provides the extract-transform-load para-
digm — a means to obtain data from one application’s
database and transfer it to another application in the
appropriate form. Adapters are frequently used to per-
form the customization. Middleware can also implement
the publish-and-subscribe paradigm (implemented via
advanced messaging) and the enterprise integration
bus as part of a service oriented architecture. In this
manner, the number of required point-to-point connec-
tions is minimized, and applications are decoupled from
each other so that a change in one application does not
have to ripple through to the rest of the applications.

The data warehouse acts as an aggregation point for
data from many sources, including the real-time sensor
data. The data warehouse also isolates the other utility
databases from the potentially high volume of data re-
quests from the analytics applications. We recommend
using the common information model (CIM) standard
that arose out of initial work at EPRI and now is becom-
ing an open-source standard through the IEC as the
basis for structuring the data warehouse. CIM is not a
database or database design itself — rather, it is a ge-
neric template that can be used to create a model of
any specific utility. The CIM model, in conjunction with
IEC standards 61968 and 61970, can be used to define
a CIM-compliant database. With enterprise service bus
middleware and a common language for describing
utility assets and structure, it is then possible to imple-
ment a CIM-structured data warehouse upon which the
analytics operate.

Analytics

We define analytics as the computational and logical
functions, displays and messages that provide high-
level presentation or interpretation of grid data, or deci-
sion support, based on the processing of intelligent
power grid data. The analytics functions transform data
into actionable information and, as such, require ac-
cess to and integration of many data sources, including
real-time grid data and various utility databases.
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There is no limit to the number of analytics that can be
created for a utility and as grids become more observ-
able, more analytics will be required to support
advanced grid control and business operations. Fur-
thermore, each utility will choose its own customized
set of analytics, and the same system can be used to

generate technical and business intelligence analytics.

We break analytics down into four categories (see Fig-

ure 2):
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Optimization

At the highest levels, decisions involving the commit-
ment of significant financial assets to utility projects
require solutions to optimization problems that are gen-
erally too complex to be solved manually. In these
cases, we can apply a variety of advanced mathemati-
cal tools to the data contained in the intelligent power
grid data warehouse. These tools are well-known but
have not been widely applied to utility decision support
due to the lack of integrated databases needed to drive
them. Some of these tools are integer programming,
integral maximization, dynamic programming and simu-
lated annealing. These techniques can be
encapsulated into solution tools that operate as part of
the analytics architecture for an intelligent power grid
system.

A key and recurrent problem in the electric utility indus-
try involves how to select an optimal set of assets for
replacement or upgrade on a limited budget. The solu-
tion to this problem is an example of a problem
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requiring advanced analytics support: It requires inte-
gration of several data sources and makes use of
sophisticated data mining techniques to build abstract
asset parametric models and then applies advanced
mathematical methods to determine the optimal solu-
tion.

Implementing the Intelligent Power Grid
Implementation of an intelligent power grid is a large-
scale undertaking. Fortunately, it may be broken down
into stages using the LOGO concept. LOGO stands for
“levels of grid observability,” and it refers to the concept
of increasing grid observability in an incremental fash-
ion. This allows the utility to break the intelligent power
grid implementation into phases with power grid ob-
servability and, therefore, supported analytics
functionality and corresponding benefits increasing in
definable stages at each phase. Some typical layers or
stages that a utility might consider are: existing data-
bases, substation data, meters, smart grid devices and
new sensors. Each of these groups can be a layer in a
LOGO-based intelligent power grid implementation
strategy. Taking advantage of LOGO requires the utility
to create a road map for implementing the intelligent
power grid, which system implementers can use to de-
rive phased plans.

Determining the hard benefits of an intelligent power
grid can require thinking about how the utility will work
in the future after business transformation has oc-
curred, taking into account the effects of back-office
functions such as logistics, service dispatch, call center
operation, training, human resources and inventory
management. Every utility has different costs and,
more importantly, different operating and business fac-
tors. When preparing the pro forma cash flow analysis,
it is important to take into account the fact that the
benefits can only accrue as infrastructure build-out oc-
curs and as business operations adapt to make the
best use of the new tools and techniques.

Ultimately, the most compelling benefits an intelligent
power grid can offer are the most difficult to quantify.
These include improvement in system performance
metrics, improvement in customer satisfaction, im-
proved ability to supply accurate information for rate
cases with corresponding improvement in regulatory
relations, improved visibility of utility operations to sen-
ior management, improved access to historical data for
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strategic planning purposes and, perhaps most impor-
tantly, improved support for the digital ecology.

The first item is difficult to equate with money because
utilities are presumed to be meeting these goals as part
of normal operations. Unfortunately, this is less and
less true because deregulation has created a situation
where power grids that were originally built for reliability
are now being operated for economy, leading to re-
duced reserves and, therefore, reduced stability
margins.

The last item bears some discussion as well. Power
quality has been assumed in the past, but as the digital
ecology grows, more and more nonlinear loads are
placed on the grid, causing more and more harmonic
distortion. At the same time, devices attached to the
grid have become more sensitive to variations in volt-
age and frequency that used to go unnoticed. These
two effects, coupled with the public’s awareness of how
electronic technology has improved the functionality of
many other common products and services, are caus-
ing a gap between customer expectations for the utility
and the utility’s ability to meet those expectations. Per-
haps worse, degradation in power quality causes real
economic losses. In 2003, EPRI subsidiary Primen es-
timated the cost impact of poor power quality on the
U.S. economy to be in the range of $119 billion to $189
billion.[4]

Conclusion

The value of the intelligent power grid goes far beyond
the electric utility; it reaches to all points in the power
delivery chain and to all aspects of the modern informa-
tion society and economy. Ultimately, these factors
provide complete justification for investment in the Intel-
ligent Power Grid.
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